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There are any number of reasons an organization
might choose to migrate to Atlassian Cloud.
Perhaps a CTO or CIO has mandated moving all
enterprise tools to the cloud. Or, perhaps mergers
and acquisitions are driving a need to scale up
and down quickly and to consolidate instances
and users. In many cases, organizations are simply
looking to experience the many benefits of Atlassian
Cloud: flexibility, ease-of-use, and total cost of
ownership, among them.
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In this paper, we guide the reader through the highlevel steps an organization will need to take to plan
for, prepare for, and migrate to Atlassian Cloud in
order to provide a fundamental understanding of
the primary workstreams. As we walk through these
steps, we explore common concerns, highlight
points at which critical decisions will need to be
made, and explain how an experienced Atlassian
partner can help facilitate the process.
If you are still deciding whether or not Atlassian
Cloud is right for your organization and would like
to know more about the benefits of Cloud, consider
first reading Know Before You Go: Your Guide to
Migrating to Atlassian Cloud, then returning to this
paper. For those who have already made a decision,
or who want to know more about the actual
process, please read on!

.
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The Value of an Experienced
Atlassian Partner when Migrating
to Cloud
About that last point—how an experienced Atlassian
partner can help—even in a small company with a
limited number of users and instances, migrating
to Atlassian Cloud is a complex undertaking.
No organization, large or small, should have to
undertake a migration to Atlassian Cloud on its own.
A Cloud is full of risks and opportunities for missteps.
It puts demands on resources well beyond business
as usual. It is fraught with decisions that will impact
both the long-term, strategic success of an
organization as well as daily operating procedures.

desirable and realistic end state, know what is
achievable within a given time frame, and advise on
risk.
No migration is perfect, and no migration is
seamless. It is a process that requires partnership
and ongoing communication. There will be bumps
in the road, but with the support of an experienced
Atlassian partner, the journey is made infinitely
smoother, more manageable, and less risky.

Planning Your
Migration

Cloud migration is a significant, one-time event.
Throughout the process, hundreds of issues, both
large and small, will occur. An experienced Atlassian
partner will have also seen and resolved many
challenges, both common and uncommon, and be
able to guide thoughtful decisions while avoiding
expensive, time-consuming mistakes. In doing so,
a partner spares an organization’s staff the burden
of becoming a migration expert and managing the
minutiae involved in the process. This is in keeping
with some of the primary reasons organizations
choose to migrate to Cloud—outsourcing a set of
demanding technical responsibilities so internal
teams can focus on what they do best.
Beyond the necessity of technical expertise, a
migration also requires significant communication
and coordination with both Atlassian and many
app vendors. An experienced Atlassian partner
will have established relationships with both
and can leverage these, as well as established
communication channels, to efficiently route, triage,
and resolve issues that may arise.
Further, it would be impossible for existing migration
tools, though incredibly valuable, to be perfect.
Simply put, they are not 100% successful—there
are too many variables for one size to fit all. An
experienced Atlassian partner will have access
to many proprietary tools and knowledge of
workarounds to help an organization achieve its
desired end state with the least disruption to normal
operations.
Finally, beyond deep expertise in Atlassian products,
implementing them, optimizing them, upgrading
them, and, yes, migrating them, an experienced
Atlassian partner will be able to help visualize a

Step 1. Determine if Atlassian
Cloud is Right for Your
Organization
The goal of this step is to determine if there are any
significant obstacles like upgrading, data residency
or app dependency that would impede your
migration to Cloud at this time or trigger a process
trajectory outside of what is discussed in this paper.
Is an Atlassian Cloud migration achievable for
your organization at this time?
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Upgrading
The need to upgrade is a common driver for Cloud
migration. It’s understandable. Organizations that
have postponed upgrades, often due to resource
constraints, and are running older versions of
Atlassian tools may want to “rip the BAND-AID® off”
all at once—upgrade, migrate, and never have to
upgrade again.
The changes from upgrades and migrations are
significant enough on their own that an organization
is not well served by making both transitions at
once. Even when working with an experienced
Atlassian partner, both upgrades and migrations
are complex undertakings that not only consume
resources otherwise committed to business as
usual, but also come with organizational and
process changes. By scoping both projects together,
an organization is committing to a long haul that
increases exposure and risk.
Further, Atlassian recommends upgrading to
supported Server versions before migrating to
Cloud.
Upgrades and Cloud migrations do share a
common process: instance grooming. Instance
grooming is essentially simplifying, cleaning up,
and reducing data and configuration. It involves
tasks like consolidating user directories, deleting
unnecessary data, cleaning out unneeded or
peripheral schemes, removing unnecessary custom
fields, and most importantly, auditing/removing
unneeded apps.
Instance grooming at the upgrade stage will most
assuredly serve the later Cloud migration process.
Further, it is still beneficial to envision your desired
Atlassian Cloud end state as outlined in Step 2, as
this information will inform decisions made while
upgrading and processes taken.

If an organization has to comply with strict data
residency requirements, Atlassian Cloud may not be
a viable solution for you at this time.
To learn more about Atlassian compliance,
security, and data residency at the Atlassian Trust
Center. There you will find detailed information
about Atlassian security, compliance, privacy, and
reliability.
App dependency
There are use cases where reliance on apps
and integrations with no straightforward Cloud
migration path play a role in a decision to maintain
Server or Data Center instances, at least for the time
being.
It’s important to note that the Atlassian Cloud
ecosystem, including the availability of Cloud
apps, is a dynamic situation. If an organization has
previously determined to postpone a migration to
Cloud, it would be well-served to reassess regularly.
In addition, there are trade-offs to be made
by staying on Server and Data Center versions
relative to long-term, strategic advantages of
Cloud migration, especially in larger organizations
that have much to gain from streamlined user
management, enhanced security, operational
efficiencies, and scalability.
Dependency on large numbers of apps and
homegrown integrations should trigger
conversations about and exploration of next steps,
but it is not always a deal breaker. An experienced
Atlassian partner can audit a given situation and
determine if there is a reasonable path forward.
In addition, we explore this issue in greater depth in
Step 3 of this paper.

Data residency
Atlassian uses AWS cloud hosting infrastructure
for Jira Cloud and Confluence Cloud. Data for
these cloud tools is currently housed in six different
regions: the United States (East and West),
Europe (Ireland and Germany), and Asia Pacific
(Australia and Singapore). Atlassian optimizes
where customer data is located based on how it is
accessed, meaning that data is typically housed in
the location closest to where users are accessing
that data. It is not currently possible to specify
where data is hosted.

Copyright © 2020. Isos Technology. All Rights Reserved.
All trademarks ant registered trademarks are property of their respective companies

Step 2. Assess Your Current
Situation

organization is likely to grow over the long term, as
well as more tactical practicalities around daily use
of the tools.
Large organizations, for example, may consider
whether it needs a single instance to rule them
all or if it is better served by breaking them up
functionally. A single, massive instance isn’t always
the answer, but neither are a multiple of small ones.
The effort involved in migration is so significant that
it is critical to ensure an organization is really getting
to where it wants and needs to be, and that the
desired future state will serve the organization over
the long run.
What Atlassian tools are currently in use?

The goals of this step are to gain an understanding
of your current state, including Atlassian tools,
instances, versions, and users, as well as a vision for
the desired future state—what the optimal outcome
of the migration is. This information will inform the
path taken to get from where an organization is now
to its desired future.
Auditing Atlassian Tools and Users
All successful migrations to Atlassian Cloud begin
with a thorough assessment of an organization’s
current situation and a plan outlining what steps
need to be undertaken to get that organization to
its desired future state. To develop that plan, there
are some key points to be considered and decisions
to be made. The first step in the process is to assess
the current situation. This can be a challenging task,
and it’s often helpful to work with an experienced
Atlassian partner who can guide you through a
set of foundational audits that will require you to
answer the following questions and/or gather the
following information:
What is your ultimate goal?
Many organizations have a vision for a desired
future state—what they want their Atlassian toolset
and user groups to look like when the migration is
complete. Others may have a more general vision.
The desired future state should be guided by both
strategic considerations such as how a given

An organization needs to determine what tools
are in use, what versions they are, and what
deployment methods each uses. It is also helpful to
understand how, structurally, the current set of tools
came to be. Understanding the history, for instance
whether multiple instances exist due to mergers
and acquisitions or due to division or business unit
decisions, will inform who to involve in planning and
what concerns will need to be addressed.
What is the status of user/group management?
Different user/group management schemes can
exist in different Atlassian tools. The challenge is
understanding how these groups relate to one
another and aligning them to a central way of
working. First, however, it is necessary to take
inventory. The best place to do this is to first start the
analysis within each tool itself. For instance, Jira and
Confluence both show this information and they
should serve as your ultimate source of truth. It may
also be helpful to partner with an Active Directory
service administrator to sort through the various
groups.
A migration presents the opportunity to reevaluate
in principle who is going to use the tools going
forward. If a set of users has not accessed them in
months or years, do they really need to make the
trip? From there, many organizations are able to
right size their licenses—reducing the number of
seats overall based on user activity.
Based on your initial audit, an experienced
Atlassian partner can help determine if the desired
future state is achievable, if it will indeed meet an
organizations strategic and tactical needs, and
what the appropriate set of steps is to get there.
This includes what migration tools will be used, as
discussed in Step 5.
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Step 3. Audit Marketplace Apps
and Homegrown Integrations

Following is a high-level overview of the steps:
0 Create a master list of all apps and integrations,
as well as:

•
•

The divisions, teams, and user groups using
them
The total number of people using them

0 Prioritize apps and integrations and determine
which apps are:

•
•
•
•

Mission-critical to business success
Nice-to-haves

In limited use or of limited value

No longer in use or were installed only as
tests

0 Evaluate each app individually and determine
the best path forward:

The goal of this step in the migration process is to
determine what Atlassian Marketplace apps and
homegrown integrations are in use, which divisions,
departments, and user groups are using them,
and how critical they are to the overall success
of the business. Since apps and integrations add
complexity to a migration, we will guide the reader
through the information needed to make thoughtful,
strategic decisions about which apps to migrate
and how much associated data to migrate.
App and Integration Audit Overview
Any organization that relies on Atlassian tools will
likely also rely on at least a handful of Marketplace
applications and homegrown integrations. Indeed,
the larger the organization, and the more broadly
Atlassian tools are used across the divisions,
departments, and teams, the more apps and
integrations are likely to be in use. Organizations
and teams with deep dependence on numerous
apps and integrations, especially for businesscritical operations, often express reservations about
the complexity of making the transition to Cloud.
That said, even complex migrations are achievable
with the right partner and process and a willingness
to consolidate apps.

•
•
•
•

Phase out the app

Migrate the app to a Cloud version if
available

Determine an alternative solution if the app
is unavailable in Cloud
Analyze running production instances of
each Atlassian application and validate
internal evaluations to actual app usage

0 Determine how much data to migrate for each
app and if data import / export options even
exist
Understanding the Difference Between Server,
Data Center, and Cloud Apps
Before beginning an app audit, it’s important to
understand that Server, Data Center, and Cloud
versions of Atlassian tools like Confluence and
Jira are inherently different platforms with unique
architecture that work in different ways. Vendors
must reconstruct Server and Data Center versions
of apps for Cloud. Consequently, it’s not always
possible to directly replicate functionality from one
version to the other.
While in some cases, Cloud app functionality might
not yet be as fulsome as Server or Data Center
versions, in other cases, Atlassian’s “Cloud First”
push might mean Cloud apps have improved
functionality, especially in mobile versions. Further,
as your organization makes the transition from one
deployment method to another, users may make
natural shifts in the way they work. It’s possible that
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some of the functionality that an organization has
previously used apps to resolve will be native in
Cloud versions of Atlassian tools like Confluence and
Jira.
The Case for Consolidating Apps Prior to Migration
Many organizations, even those that rely on large
numbers of apps—multiple dozens—use migration
to Cloud as an opportunity to fine tune processes
and consolidate apps. The primary reasons for
consolidating apps and migrating only the most
essential include reducing complexity, decreasing
downtime, and minimizing risk. The more apps an
organization has, and the more data associated
with those apps, the longer it will take to migrate
them, resulting in a greater risk of errors. Since
migrating apps is mostly a manual process—
although that may change at some time in the
future—testing app migration is complex. As a
result, you are more likely to encounter errors that
ultimately result in unanticipated downtime.
While there is no magic number for what constitutes
an appropriate quantity of apps to migrate, less
than 10 is manageable and more than 20 is too
many. Anything between 10 and 20 can greatly
increase complexity depending on the volume of
data associated with each one.
Determining which Apps Make the Cut
When evaluating how best to consolidate apps
and which to actually migrate, it’s critical to bring
together a senior, strategic advisor who can
balance overarching, company-wide business
goals and representatives from key departments,
teams, and user groups to ensure that all points of
view are heard. For apps that are business critical,
that are used across multiple divisions, departments
and teams, it may also be useful to include an
experienced Atlassian partner who can provide
insight into what are resolvable concerns, potential
pitfalls, and ultimately good ways to problem solve.
Since Atlassian currently does not offer tools for
migrating apps and associated data, it is largely a
manual process. To reduce complexity, each app
should be evaluated to determine what data it is
essential to migrate.
A Word about Homegrown Apps
Migrating homegrown apps are perhaps the
number one driver of migration complexity. Since
the API is different in Cloud, homegrown apps that
are written for Server or Data Center instances

will need to be re-written. Integrations that are
externally hosted and that utilize Atlassian’s REST
APIs will also need to be evaluated, but are, as a rule,
much easier to migrate to Cloud versions of each
corresponding Atlassian app.

Step 4. Migration Strategy:
Determining the Best Path
Forward

The goal of this step in the migration process is
to determine what migration strategy best suits
your needs and what methodologies or processes
you will need to use to achieve your goals. We will
address two different strategies, an all-at-once
migration that takes place over a single weekend,
and a phased approach in which cohorts of users
related by projects, apps, and data are migrated in
groups over time.
Migration Strategy: All-at-Once or Phased
There is no typical migration—each one is unique
to a given organization and the process is highly
customized. That said, an experienced Atlassian
partner will have seen many common scenarios,
will be able to offer both tried-and-true and novel
solutions, and importantly, will be able to guide you
through potential pitfalls. There is also no typical
length of time for a migration. Anything from three
to nine months to plan and execute a migration is
a reasonable expectation, with some migrations
lasting a year or more.
Many organizations come to the table with the
expectation that migration itself—the transfer
of users, projects, apps, and associated data to
Cloud, and the enablement of Cloud or “turning
on the switch”—will happen all at once, often over
a weekend when downtime is less likely to impact
business as usual. For straightforward migrations
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that consist of a limited number of projects, apps,
data, and users (in the hundreds to low thousands),
this is achievable.
However, organizations with larger, more complex
migrations--including consolidating and migrating
multiple products, thousands of users, and large
data sets--may be better served by a phased
approach. A phased approach entails migrating
Atlassian tool instances, projects, apps, data sets,
and user groups in stages, perhaps over weeks, or
even months. In this approach, organizations can
leverage the information collected in Steps 1 and 2
to create cohorts of users to migrate.
There are a number of advantages to a phased
approach, including:
Risk management
Even with thorough planning and testing, no
migration is without risk. We cannot stress enough
how important a test migration is (test migration is
covered in detail in Step 7). There is always a risk of
encountering unanticipated errors, particularly for
complex migrations with multiple apps and large
quantities of associated data. A phased approach
breaks the total migration into more achievable
parts, allowing for more thorough testing over time,
less downtime, and more time to troubleshoot
should an error occur.
Downtime
Every migration comes with downtime. No matter
how well-prepared you are, the actual data transfer
can take many hours. The more complex the
migration, the more data and the more downtime
required. Again, by breaking the total migration
into parts, downtime is spread out over weeks or
months.
App readiness
As mentioned in Step 2, the Cloud app ecosystem
is extremely dynamic. Apps that do not currently
have a migration path or are not yet as fulsome as
desired today, may become available over time. By
aligning the phases of a migration to app readiness,
an organization can begin realizing the strategic
benefits of Cloud in at least some areas while
they are waiting for business needs and the app
ecosystem to become fully synced.

every cohort of users is ready to make a change at
the same time. Some user groups may be at a place
in their work cycle where it makes sense to make the
transition. A phased migration better supports user
groups that are in critical work stages where the
change might be disruptive. Further, for user groups
that are resistant to change overall, they will have
the opportunity to see Cloud successfully in action
elsewhere, resulting in greater user acceptance
overall.
Training and support
Providing pre-migration training and postmigration support to users requires a fair amount
of infrastructure. With a phased migration, users
can be trained in cohorts as their user groups
are migrated, so they can be better prepared on
day one. Those same user groups can be better
supported post-migration which further supports
user acceptance.
Dependencies and Limitations in a Phased
Approach
In general, an experienced Atlassian partner
will recommend a phased approach. However,
an organization’s map of technology and team
dependencies may be the biggest driver for what is
included in each component of a phased approach.
Team willingness, while certainly a consideration,
must take a backseat to technical realities.
There is also a small set of circumstances in which
a phased approach is not possible. As you will have
seen in the information provided in the previous
section, if an organization is just using Confluence,
it will have a broader set of options for migrating in
phases. Some Atlassian tools like Jira Service Desk
require an all-at-once approach.
Based on an organization’s inventory of Atlassian
tools, apps, and user groups, an experienced
Atlassian partner can provide guidance around
whether a phased approach is possible, or if
an all-at-once migration is necessary. Further,
they can advise on the strategy that informs a
phased approach, and how best to group related
technology and teams for migration.

Team readiness
A migration means doing things differently, and not
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Step 5. Migration Methods: Choosing the Right Tools for the Job
Proprietary Migration Tools Developed by an Atlassian Partner
Which methodologies to use for a given migration is largely determined by what deployment method you
are migrating from, whether you are migrating all at once or in phases, and how much data you have to
migrate. It is likely that multiple methods will be needed to complete a migration.
Atlassian offers a set of useful migration tools, primarily targeted toward smaller-scale Jira and
Confluence migrations. We have provided a high-level overview of these tools in the section below. While
an experienced Atlassian partner will use these tools whenever possible, for more complex migrations, a
secondary set of tools is necessary to complement these approaches. An Atlassian partner experienced in
migrations will have written and tested proprietary migration tools to support migration processes and/or
solve migration issues outside of what can be achieved with the Atlassian tools or to support instances in
which the Atlassian tools are not successful.
Further, an experienced Atlassian partner can help determine the best set of methodologies for a given
situation, including use of a combination of partner-proprietary migration tools and Atlassian-developed
migration tools.
The goal of this step in the migration process is to provide a high-level overview of available migration
methodologies, including when to use them, and their strengths and limitations. We will address both
proprietary tools developed by Atlassian partners as well as several different methodologies developed by
Atlassian for both Jira and Confluence.

Jira Migration Methods
There are four primary methods of migrating to Jira Cloud: Jira Cloud Migration Assistant, Jira Cloud Site
Import, Jira Cloud CSV Import (which imports issues only), and Merge in Jira Server.
Jira Cloud Migration Assistant
Jira Cloud Migration Assistant is a free app from Atlassian that is purpose-built to support a straightforward
migration process. It does not overwrite any existing data.
Use when:
0

Migrating to an existing Cloud site

0

Migrating in phases

0

Migrating only a selection of projects

0

Migrating relatively simple
configurations

0

Migrating instances with minimal or
no apps installed

Strengths:
0

Features a visual interface and guides
you through the migration process

0

Provides flexibility to only migrate
users and groups, to migrate in
phases, or to migrate specific projects

0

Helps identify potential errors

0

Provides a list of installed apps and
date of last use to support app
assessment

Limitations:
0

App data will not be migrated

0

Jira Service Desk will not be migrated

0

Portfolio for Jira will not be migrated

0

Must be on a supported, self-hosted
version
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Jira Cloud Site Import
Jira Cloud Site Import uses a Jira Server or Cloud xml backup to import everything from one site into Cloud.
This method will overwrite any existing data in your Cloud site so it is best for use when migrating to a new
Cloud site.
Use when:
0

Migrating everything to a new Cloud
site

0

Merging multiple Jira Cloud sites

Strengths:
0

Jira Service Desk will be migrated

0

Portfolio for Jira will be migrated

0

Can migrate all data at once

Limitations:
0

Server instances with massive
issue counts (1M+) might not import
correctly

0

Less flexible: you can’t choose specific
projects to migrate

0

Large attachments (2 – 5 GB) may
need to be split to avoid timeout
errors

0

Must be on a supported, self-hosted
version

Jira Cloud CSV Import
A Jira Cloud CSV import can be used to import issues from Jira Server or Cloud into a Cloud site, but cannot
import projects. Projects must be recreated in Cloud prior to CSV import. Jira Cloud CSV import will not
overwrite existing data.
Use when:
0

Migrating to an existing Cloud site

0

Migrating in phases

0

Migrating only a selection of projects

0

Merging multiple Jira Cloud sites

Strengths:
0

Provides flexibility to migrate in phases
or to migrate

0

Does not require knowledge of how to
set up a server application

0

Jira Service Desk can be partially
migrated

Limitations:
0

App data will not be migrated

0

Users will not be imported

0

Can only import issues, not entire
projects

0

Can only import 1,000 issues per
spreadsheet (workarounds exist)

0

Issue history and rank will not be
imported

Merge in Jira Server
Depending on the migration method used, it may be necessary to merge Jira Server instances before
migrating to Jira Cloud. Note that this is not the case if using Jira Cloud Migration Assistant or when
importing issues via CSV.
Use when:

Strengths:

0

Merging multiple Jira Cloud sites

0

Provides flexibility to migrate in phases

0

Merging multiple Jira Server sites

0

Jira Service Desk can be migrated

0

Importing only specific projects from
one Cloud site to another

Limitations:
0

Apps and app data will not be
migrated

0

Users will not be migrated

0

Very complex: Requires knowledge of
how to set up a server application
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Confluence Migration Methods
There are three primary methods of migrating to Confluence Cloud: Confluence Cloud Migration Assistant,
Confluence Cloud Site Import, and a Confluence Cloud Space Import.
Confluence Cloud Migration Assistant
Confluence Cloud Migration Assistant is a free, Atlassian-built app that can be installed on a Confluence
Server or Data Center instance.
Use when:
0

Migrating from Server or Data Center
to either a new or existing Cloud site

Strengths:
0

Features a visual interface and guides
you through the migration process

0

Provides flexibility to only migrate
users and groups or to migrate
specific spaces

0

Helps identify potential issues prior to
migration

0

Provides a list of installed apps and
date of last use to support app
assessment

0

Provides migration reports

Limitations:
0

App data will not be migrated

0

Must be on a supported, self-hosted
version

Confluence Cloud Site Import
Confluence Cloud Site Import can be used to import an entire Confluence Cloud site into a another, new
Confluence Cloud site. This method will overwrite any existing Confluence data on the site being migrated to.
Use when:
0

Migrating from one Confluence Cloud
site to a new Confluence Cloud site

Strengths:

Limitations:

0

Can migrate everything all at once

0

App data will not be migrated

0

Global configurations are migrated

0

Not an option for sites that have Jira
Cloud already installed

0

Site import will fail for backup files
larger than 200 MB (workarounds
exist)

Confluence Cloud Space Import
Confluence Cloud Space Import involves generating XML exports of each space, then importing them into
another Cloud site. By adding new spaces on top of existing spaces within the destination site, no data is
overwritten.
Use when:
0

Merging multiple Confluence Cloud
sites

0

Confluence Cloud Migration Assistant
is not an option

Strengths:

Limitations:

0

Provides flexibility to migrate in phases

0

App data will not be migrated

0

Can be used on sites that have Jira
Cloud installed

0

Users will not be migrated

0

Must be importing from Server or Data
Center version 6.14 or later
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More information about Atlassian Cloud migration
tools can be found on the Atlassian Cloud Support
site.

Preparing for Migration
Step 6. Addressing User
Management with Atlassian
Access

User provisioning
Once Access is linked to an organization’s supported
IDP, new users will be brought into a group to be
automatically “provisioned,” or provided with access
to all the applications associated with that group.
It is also important to understand that when moving
to Cloud, user accounts and emails may need to
be added or changed so they comply with Cloud
requirements which are significantly stricter than
what is allowed on Server products.
Engaging Security Stakeholders
Implementing Access may mean making changes
to organization-wide security administration
practices and policies, including security
parameters for other, non-Atlassian, SaaS tools.
Since the person implementing Access may not
have authority to impose security parameters
across the entire organization, we recommend
adding senior security stakeholders with
appropriate authority to any conversations around
Access as soon as possible. This will influence and
improve security standards across the organization.

The goal of this step is to introduce you to Atlassian
Access, a centralized, enterprise-level user
management tool that works across all Atlassian
Cloud users and products, and to provide a highlevel overview of how to set it up.
About Atlassian Access
Atlassian Access streamlines IT administration
processes, bolsters security, and simplifies user
logins across both Atlassian and the many
other SaaS tools that are in use across a given
organization. Organizations of all sizes can use
Access to provision, manage, and scale users
and user groups, and to establish and implement
consistent security best practices like single sign-on
(SSO).
The following is a list of some of the things you can
expect Access to do:
SAML single sign-on (SSO)
With SSO, an organization’s employees only have
to remember one username and password. It also
means the organization’s security administrator
can set custom password parameters around the
format, how often it has to be changed, and the
number of attempted logins before someone is
locked out.

Security stakeholders typically see the value in
Access, for its ability to bring added security to
Atlassian tools, as well as for its ability to bring an
added level of security to other SaaS tools across
the company. That said, security teams do need to
thoroughly evaluate it and prepare for changes. It’s
not unusual for this to take three to six months, but
it can be done concurrently with other steps in the
migration process.
Exceptions to the Rule
Since Access is one of Atlassian’s newer tools, there
are still some exceptions to be aware of, as far
as how Access treats products. This is a dynamic
situation and likely to change over time, but as of
this writing, the following exceptions exist:
0 Bitbucket: does not allow for SAML SSO and does
not include SCIM user provisioning element. It
may be possible to leverage the ID provider to
automatically provide access to new users
0 Jira Align: has its own SSO mechanism
0 Opsgenie: has its own SSO mechanism
0 Statuspage: has its own SSO mechanism
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Testing and Migrating
Step 7. Conduct a Test Migration
This goal of this step is to understand why a test
migration is necessary and what the process looks
like.
The Test Migration Process: What to Expect
Conducting a thorough test migration is one of the
most important steps toward ensuring a successful
production migration. A test migration helps identify
issues that will require resolution, estimate timing
necessary for the production migration, and identify
where users may require more pre-migration
training and post-migration support.
Test Migration Process Overview
Complete pre-migration tasks and data backup
Pre-migration tasks vary depending the migration
tools being used. An experienced Atlassian partner
will be able to guide this process, but in general,
it encompasses tasks like ensuring permissions,
firewall allowances, and public access setting are all
properly configured. All data should also be backed
up at this point, especially if there is existing data
on the Cloud site being migrated to that will be
overwritten.
Run a test migration
Run the set of partner-proprietary and Atlassianowned automated migration tools identified in
Step 5 and identify when and where to manually
migrate if necessary. Once Jira and/or Confluence
are migrated, migrate or install any apps and
associated data that will be used in Cloud. Expect to
encounter failures and issues, but know that as they
happen, an experienced Atlassian partner will be
able to identify solutions and workarounds. This is an
iterative process and will be repeated in whole or in
part until all issues are resolved.
Both the Jira and Confluence Cloud Migration
Assistants have built-in functionality to identify
issues and failures. In addition, the Atlassian partner
may also have proprietary testing tools such as
migration dashboards that track both when data
has been successfully migrated and when there
are issues. Tools like these that validate high-level

information--like whether or not the right number
of projects or issues have been moved--can
streamline a complicated set of processes, help
home in on issues quickly, and result in a more
efficient migration overall.
Validate the results of the test migration
Once the test migration is complete, it is necessary
to validate the migration (essentially, make sure
all data successfully migrated and collect issues
where it has not). It is important to do both broad
and deep validation of automated and manual
migration processes to ensure that all data has
been migrated.
Validate that the correct number of projects were
migrated and can be viewed, and that they have
the same number of versions and components as
the source instance does. Also check to see that all
issues and attachments were migrated, and drill
into the issues to make sure that all the associated
data including custom field values, comments,
change history, and work logs are present and in the
correct order.
Conduct user acceptance testing
An experienced subset of users from each user
group across the organization should test the new
instance by replicating daily activities. In doing so,
they should make sure that they have access to
everything they need to work in, that information
is appropriately linked, that the applications are
working as they should, that the data is both correct
(matches the original instance) and complete, and
that all integrations are working properly.
Since the user interface, processes, and apps
may be different in Atlassian Cloud, users should
be careful to document any issues that need
correction or processes that they anticipate the
broader set of users might need additional training
around.
Test Migration Timing: Things to Think About
A test migration is an iterative process. As issues are
identified and addressed, they will need to continue
to test until an effective resolution has been put in
place.
Further, the state of an organization’s Atlassian tools,
particularly its users and data, is dynamic. Because
of this, it is important to compress the time between
the Test and Production Migrations. If there is a lag
time of even a few weeks, there may have been

Copyright © 2020. Isos Technology. All Rights Reserved.
All trademarks ant registered trademarks are property of their respective companies

changes to the systems and data that result in
unanticipated issues.

A Word about End User Communication

The Live Migration Process: What to Expect

This paper does not address the vast amount of
end user communication that has to transpire
at every step outlined in this paper. The topic of
communication—what needs to be communicated
to whom and when—is truly worthy of its own
paper. While we have touched on bringing
together stakeholders from across the company
to inform choices around the migration, we
have not gone into detail about other instances
when communication, often to large numbers of
stakeholders, is essential. As the migration plan
solidifies, every impacted user will need to be
informed of changes. They will need to know when
to freeze working in existing instances, when to
begin working in new instances, and when to expect
downtime. They will need to know how to access the
new Cloud site and how to log in. And they will need
to participate in training, have access to self-help
resources, and know how to contact support should
they need it.

The live migration should take place over a night
or weekend when users will not need to access the
tools. A full weekend may be necessary depending
on the anticipated length of time to migrate that
was determined during the test migration. It is
important to let all users know when the migration
is taking place, how much downtime to expect, and
to advise making changes in the tools during the
transition. This will prevent any discrepancies in
data between the old and new sites.

Good communication, whether it is with strategic
advisors, departmental and user group leads, end
users, app vendors, and even Atlassian, is essential
to the success of an Atlassian Cloud migration.
As we have reinforced throughout this paper, an
experienced Atlassian partner can help guide
best practices for when to communicate, what to
communicate, and with whom to communicate.
And you have a right to expect leadership and good
communication from that partner, too.

The live migration process follows much the same
path as the test migration process:

Final Thoughts

Step 8. Conduct the Live Migration

The goal of this step is to be able to leverage the
preparation and hard work from the previous seven
steps in order to complete the live migration and
begin working in Atlassian Cloud.

0 Run the production migration using the set of
tools
0 Install or migrate apps and app data
0 Validate that all data was fully migrated
0 Conduct final user acceptance testing
0 Set Confluence Server to read only and/or set
browse permissions in Jira Server and apply to
all projects
0 Distribute critical communication to end users:

•
•
•

Migration timing

The title of this paper is How to Migrate to Atlassian
Cloud in 8 Steps, not How to Migrate to Atlassian
Cloud in 8 Easy Steps. There is nothing easy about
migrating to Atlassian Cloud. It is a significant,
strategic decision that will impact how an
organization functions and the way every individual
user works, whether they number in the thousands
or dozens. There is certainly much to be gained by
migrating to Atlassian Cloud. There are trade-offs as
well—it is a great solution for many, perhaps not for
all.
At every step of the way, an experienced Atlassian
partner can help.

New Atlassian Cloud account login
information

Self-help resources and support processes

0 Begin working in Atlassian Cloud
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